
February highlights, industry news and happenings from Bedrock Automation.

ARC Forum was all we had planned it to be and more. The quantity and quality of attendees and 
speakers was second to none. Kudos to ARC for putting on the premier event for automation in 
North America. Comments from Bedrock users and non users, media and even our fellow suppliers 
abounded through the show, in general agreement that we are a visionary company that says what it 
is going to do and does it.

One automation expert dubbed us the most advanced automation company in the world. One 
supplier said that we are five years ahead of anyone and another said that the full security solution is 
done and that we did it. A large end user speaker held us up in their presentation to challenge others 
to deliver comparable innovation.

Regarding our product and partnership announcements, we covered those in January and Gary 
Mintchell captured them well in one of his blog posts covering the forum.

At the opening of Gary’s article, he refers to our next cool thing, which some got a sneak peek at the 
show: a “new, lower cost, SCADA or gateway device hardened and built with security in mind from
the chips up.” This is our next OSA® IIoT controller we are releasing in April.
Watch for it!

Respectfully,

Albert Rooyakkers  
Founder, CEO 
Bedrock Automation

Fishfriendly Automation. One of the 
highlights of ARC Forum was City of 
Lynchburg’s Jason Hamlin presenting on 
his Bedrock application in the IT/ET/OT 
integration track. Hamlin was heading a 
plant de-chlorination pilot project that 
would keep area waters fish-friendly 
and in regulatory compliance. He built 
the application around a Bedrock® system, 
and while he was in the middle of testing, 
he had a time-sensitive charge to build a 
system to notify residents of storm-drain 
overflows into the bay.
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While barely missing a beat, his engineering 
teams used the Bedrock engineering tools to 
rapidly prototype and test the new application 
-- around the same Bedrock controller they 
had been testing. Their simulation showed 
that the system was viable, and with no 
additional hardware cost, they moved the 
storm overflow alert project into full 
production on their newly installed system. 
Both projects are live and saved 25%
compared to other similar projects, a 
testimony to the capability and flexibility of the 
Bedrock controls and a relief to area fish.

Tritonunfriendly cyber protection. By now 
most of you have heard about Triton, a recent 
Stuxnet-like attack targeting a Schneider 
Electric Triconex safety system in Saudi 
Arabia.

The Bedrock control system defends and 
detects against these kinds of attacks 
inherently. The application code on a Bedrock 
controller would be signed, authenticated and 
encrypted to the root of trust for that 
controller, that customer and even that site. 
Plus, the controllers would be crypto locked, 
so an intruder looking to change the code 
would have to circumvent human factor 
authentication at the engineering workstation, 
overcome the crypto locked controller, and 
copy and decrypt the encrypted control code. 
But the changed code wouldn’t load back 
unless they also figured out how to authorize it 
to the root of trust, all while under scrutiny of 
anomalous behavior detection. This is the
Bedrock® difference.

ARC update on Bedrock Automation. ARC 
Advisory Group has just published its second 
report on Bedrock Automation and found a 
growing base of end users who agree that 
Bedrock provides “easy intrinsic cyber 
security,” a growing base of third partner 
installers and SCADA developers, and growing 
approval by technology standards boards.

ARC believes the intrinsic and no-cost 
approach of Bedrock’s cyber security strategy 
is the quintessential quality missing in control 
systems today; it makes securing the system 
easy for automation engineers over the entire 
product lifecycle. Read the full report here.
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