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Power, Flexibility, and Simplicity Converge  
for City of Lynchburg

The City of Lynchburg Wastewater Treatment plant finds inspiration in its  
Bedrock® platform - leveraging its power, flexibility and simplicity to deliver 

multiple solutions faster and more cost effectively than they imagined possible.

SUMMARY
Customer requirement:  
A powerful, flexible PLC 
solution to replace legacy 
controls and help meet 
looming compliance deadlines

Bedrock Automation Solution: 
Bedrock® control system

Results:  
Two solutions developed 
faster and at less cost 
using a powerful integrated 
development tool

The City of Lynchburg’s Regional 

Wastewater Treatment Plant is 

located on 19 acres off Virginia’s 

Concord Turnpike, and runs 24 

hours a day, seven days a week. 

Twenty-four buildings with over 

500 pieces of equipment make 

up the 15 processes that are used 

in the treatment of sewage that 

arrives at the plant each day. The 

plant treats an average of 13 mil-

lion gallons a day with peak flows 

up to 70 million gallons. It serves 

the City of Lynchburg as well as 

the Counties of Amherst, Bed-

ford and Campbell. Everything 

that leaves homes, businesses, 

industries, hospitals, and storm 

drains enters the sewer collection 

systems and eventually arrives 

at the treatment plant. 

Upgrading decontam-
ination and residual 
chlorine management 
Typical water treatment uses 

chlorine gas or sodium hypochlo-

rite (essentially bleach) to remove 

pathogens and any final residual – 

which can’t be discharged back into 
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the environment. Lynchburg uses 

sodium hypochlorite for disin-

fection, and a sodium bisulfite 

treatment process for de-chlori-

nation– it’s the last step after the 

water has been treated to counter 

the chlorine. The bisulfite nullifies 

the chlorine creating “neutral” 

water, which can be safely dis-

charged into the James River.

Lynchburg’s prior approach 

involved legacy pumps and 

diaphragm chemical metering 

pumps without any PLC controls. 

A flow meter measuring gross 

effluent flow directly controlled 

pump speed, and a chlorine 

residual analyzer directly con-

trolled the pump stroke length. 

This process of using separate 

speed and stroke through remote 

input is an older methodology 

that presents difficulties with 

newer pump technology. Newer 

monitored pumps utilize a single 

speed controller or single 4-20 

input to a pump.

Lynchburg chose to update the 

system using newer, peristaltic 

based pumps with remote speed 

control – eliminating stroke control 

– and adding a PLC controller to 

monitor flow and residual chlorine 

readings, deriving a single speed 

output from both.

Lynchburg already monitored 

a variety of equipment via its 

Inductive Automation Ignition™ 

SCADA system in a centralized 

control room. Some monitored 

equipment was connected 

through a long underground 

system cable (500 feet+), which 

Jason Hamlin, Lynchburg’s SCADA 

Manager, claims also introduced 

risk since “it makes for an awesome 

lightning rod.” Jason and his team 

wanted to transform slowly from 

a centralized to a distributed 

approach using “edge” controller 

capabilities. This design offered 

the attractive option of incorporat-

ing remote monitoring for a num-

ber of other local devices, some 

of which had never been scanned 

centrally through the SCADA sys-

tem before. It soon became obvi-

ous that incorporating additional 

remote monitoring was presenting 

a physical footprint challenge due 

to the constraints presented by 

available panel locations.

A powerful and  
flexible architecture
The team considered several 

options and ideas, and conclud-

ed that the Bedrock Automation 

platform had both the power and 

flexibility needed for this application. 

It’s software configurable I/O as 

needed. “We love Bedrock’s I/O 

approach - It’s in and out, and 

anything you want it to be. Just 

configure it,” said Hamlin.

“That’s sweet! Now everything fits 

and there’s still room to grow. That 

makes for a clean install, a clean 

panel. The panel builds were much 

faster and cheaper because of 

the pre-made cabling harnesses. 

It’s an add-on extra cost if you 

do it with some other controls 

vendors. Also, durability mat-

tered to me because of cabinet 

heat dissipation. I didn’t have to 

make accommodations or ad-

justments. Not like some of the 

stuff that I must do for my other 

controllers. So that was a big 

deal for me.” Bedrock’s powerful 

Integrated Development Plat-

form (IDE) also proved valuable 

to the Lynchburg team, making 

programming fast and simple. 

The simulation feature allowed 

Lynchburg to test the results in 

advance with an extra pump, 

Jason Hamlin
Lynchburg Regional 
WWTP

“We love Bedrock’s I/O approach 
- It’s in and out, and anything you 
want it to be. Just configure it. 
That’s sweet!”
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ensuring trouble-free commis-

sioning. “We can’t shut down this 

process and stop dechlorinating 

or treating waste- water. I have 

a test network that I can attach 

to or detach from production. If I 

can complete testing and confirm 

total system integration by just 

plugging in a cable it makes the 

coordination of cutting every-

thing over much easier. We’re 

ready to take this live as soon 

as the mechanical and electrical 

construction phase for the new 

pump houses are complete in  

the coming weeks,” said Hamlin.

Improving overflow 
management and  
notification 
As the Lynchburg team was 

developing the de-chlorination 

solution, an entirely separate 

project priority came to their 

attention – the public Combined 

Sewer Overflow (CSO) notification 

program. Many water treatment 

facilities, especially on the East 

Coast and in older sewer plants, 

must pipe storm water into the 

wastewater collection system.

During normal operations, the 

sewers discharge into the plant 

and are processed. However, 

heavy rainstorms can overload 

containment systems, resulting 

in spillovers that can enter the local 

watershed. New regulations require 

CSO facilities not only to find ways 

to mitigate this impact, but to notify 

the public of such events so that 

adequate precautions can be taken.

“We evaluated the cost of separat-

ing storm water from the sanitary 

sewer–and being a very old city 

with a very old system– quickly 

realized it would be cheaper to 

close off some of the CSOs and 

expand the regional wastewater 

plant capacity to handle all the 

flow. As part of our remediation 

mandate, we were directed to 

develop a general public notifica-

tion system,” Hamlin said. 

Unfortunately, providing public ac-

cess to the existing scanner/ alarm 

in the current environment meant 

opening access to the SCADA sys-

tem – obviously not a viable solu-

tion. They wanted to stay ahead 

of the compliance deadline, which 

demanded they get something in 

and working immediately.

ICS-driven remote  
monitoring 
Lynchburg currently monitors 

some CSO levels using remote 

I/O video and a 900 MHz wireless 

radio that leverages Modbus for 

network communications. Their 

Ignition SCADA system reads 

the Modbus points to display 

levels and trigger alarms. Jason 

needed to be able to securely 

send out alarms as a mass public 

notification. He determined that 

executing the programming on 

the Bedrock platform was the 

most logical and cost effective 

approach, but it was still pend-

ing commissioning, waiting on 

pump- house mechanical/electrical 

engineering to be completed.

Then he had an idea.

“I didn’t call anybody. I just kind of 

hammered at the Bedrock IDE and 

within 10 minutes was reading my 

I/O-radio on the Bedrock control-

ler. Their SIOUE.5 communication 

module handles multiple protocols, 

including Modbus and Ethernet.  
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Very cool, and pretty easy! Even 

better, it added almost zero incre-

mental cost. No additional hard-

ware was required,” said Hamlin.

“If I’d wanted to run this in our ex-

isting infrastructure, I would have 

needed a ProSoft Modbus card at 

a minimum, not to mention sig-

nificantly more integration and 

programming, and the Bedrock 

embedded security is a big plus 

here as well.” Hamlin continued, 

“The radios we have been using 

have factory- enabled encryption, 

which means that anyone can buy 

one of these devices and start 

toying with it.

It’s not hard to imagine that it 

can be broken. I’m pretty sure the 

components are manufactured 

all around the world, so there’s 

no supply chain control. Bedrock, 

in contrast, has intrinsic security 

built with a secure supply chain.” 

Simulation  
reduces costs 
Bedrock’s simulation capability  

had a substantial impact on 

commissioning costs. Lynchburg 

engaged InstruLogic as the sys-

tems integrator for both projects. 

InstruLogic, which operates out of 

Virgina and North Carolina, pro-

grammed everything remotely 

and tested it using the simulator. 

Hamlin received systematic proj-

ect archives and would simply 

drop them in to live hardware 

for testing. “That was actually a 

powerful way to program,” Hamlin 

said. “There was a lot of savings 

there - we didn’t have to ship the 

physical panels back and forth. The 

only time they came onsite was the 

day when we did the true go-live 

for notification. That was a major 

cost savings because we could fully 

test everything before needing to 

actually connect, or fix, and go-live. 

We knew it was working before we 

were turning it on,” he said, adding 

that he was particularly impressed 

with Bedrock’s free IDE licensing. 

“Both InstruLogic and I had a copy 

of the IDE. We did not need to 

purchase or share license keys.

Also, I run VMware and if I migrate 

my machine and forget, screw 

up, and change the hard drive ID 

- which is fairly arbitrary on a VM 

anyway – I could break some of my 

other vendor software licensing 

and have to redo everything. That’s 

not even a concern for me with 

Bedrock,” he said. “We’ve fully 

implemented the public-facing 

side of this and have been lucky 

to not have an actual overflow 

since going live. While nobody 

wants a sewer overflow, I do feel 

we’ve hit on an elegant solution. 

We’re the first in our state to 

drive a public notification system 

using real-time level monitoring. 

Our SCADA system is able to link 

to a third party application called 

Everbridge™ to execute the public 
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About Bedrock Automation
Bedrock Automation, based in San Jose, California, is the maker of Bedrock® the world’s most powerful and 
cyber secure automation platform. This Silicon Valley company has assembled the latest technologies and 
talents from the automation, cyber security and semiconductor industries to build an unprecedented auto-
mation solution for industrial control based on three prime directives: simplicity, scalability and security.  
The result is a new platform of automation called OSA®, Open Secure Automation, with a revolutionary elec-
tromagnetic backplane architecture and deeply embedded ICS cyber security to deliver the highest levels  
of system performance, cyber security and reliability at the lowest lifecycle cost. Build on Bedrock.

notifications, and anyone can  

sign-up for CSO alerts on the city’s 

website today.

Lynchburg continues to find new 

opportunities to leverage Bedrock’s 

breadth of capabilities.

The team is currently evaluating 

requests to connect the Ignition 

SCADA system to the city’s busi-

ness network for administrative 

and reporting purposes. People 

want to see data – all the way up 

the chain – but this introduces 

serious security concerns. One 

possible solution: Use the Bedrock 

SIOUE.5 Ethernet port to make the 

city connection. Basically activating 

an IT/OT bridge that also serves to 

“translate” multiple OT protocols 

and make them available to the IT 

network, without Ethernet traffic 

over the OT backplane. 

According to Hamlin, “There’s a 

fascinating amount of technology 

packed in this device. I’m sad be-

cause my application is probably 

not even stressing it in the slightest. 

I view Bedrock 

as the physical 

manifestation of how I feel about 

my Ignition SCADA application – it’s 

like we can just create whatever we 

want, whenever we want. I haven’t 

even scratched the surface 

on what we could do. I prob-

ably could run the whole plant 

with one controller if I wanted to. 

It’s incredibly robust.

Also, I can monitor so much more 

stuff than I can monitor on my 

legacy controllers - across multiple 

protocols and with no additional 

charge – which is key since budgets 

are always tight.”




