
January highlights, industry news and happenings from Bedrock Automation.

Open and Secure Automation (OSA®) is our way to deliver significant benefits and cost reductions 
to automation users. That promise is built upon our technologies and our partners. At the ARC 
Industry Forum in February in Orlando we will introduce Cybershield 3.0, our continued progression 
for intrinsic security. It will include two major features – Anomaly Detection (AD) and our secure 
SCADA solution partners to deliver the best technology and choice to users.

Over the past two years we have released our secure system platform, embedded public key 
infrastructure, two versions of our Cybershield software, secure universal I/O, secure power 
supplies and much more. Now, with our third Cybershield release, we focus on SCADA network 
security with leading US SCADA providers. At no additional cost or complexity, we exploit the 
inherent cyber security of OPC UA. With our interface specification and free SaaS Certificate 
Authority, users get increased defense and bring Open and Secure Automation to fruition with a 
comprehensive set of tools and technologies for automation users.

If you attend the ARC Industry Forum, please drop by our booth to see that there is no reason to 
wait for Open and Secure Automation. Watch also for more announcements and stay tuned. The 
future is now.

Respectfully,

https://bedrockautomation.com/
https://bedrockautomation.com/


Albert Rooyakkers  
Founder, CEO 
Bedrock Automation

Comprehensive Cyber Security Best 
Practices White Paper. In our latest white 
paper, titled Chapter 4: Securing Industrial 
Control Systems - Best Practices, we take 
a broader look at the mindset and motives 
of attackers, as well as the tools and 
technologies needed to defend against 
them.

We invite you to download Chapter 4 
today.

Who’s there? Intrinsic Cyber Vigilance. 
Defense and Detection are the fundamentals 
of a stronger security posture in automation. 
Even if you have a control system secured at 
the core, you want to know of any intrusions 
and anomalous behavior on the control 
network. This is where Bedrock’s new 
anomaly detection application comes in. 
Bedrock Anomaly Detection (AD) differs from 
conventional intrusion detection technology in 
several important ways:

It is embedded in the controller 
firmware and part of the system’s 
secure boot.

It is intrinsically-encased in a tamper-
proof all metal controller module, 
supported by a hyper secure Real Time 
Operating System.

It is protected by Bedrock 
Cybershield authentication, which 
prevents external agents from 
disabling or modifying firmware tasks.
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Anomaly Detection will be an integrated 
feature of Cybershield 3.0 and available to all 
Bedrock controllers with a free firmware 
upgrade. To learn more, read our press 
release here.

Defining Open and Secure – Extending 
Bedrock Intrinsic Defense to Leading SCADA 
Providers: February 28th Webinar. Cybershield 
3.0 raises the capabilities of SCADA security to a 
new level. We are pleased to be discussing this in 
a forthcoming webinar with ICONICS, one of 
three leading SCADA software providers that are 
now working with our OPC UA interface 
specification to deliver the benefits of secure 
SCADA to their end users. Our own Chris Harlow 
will be joined by Jotham Kildea of ICONICS.

Titled SCADA Security: Are you Vulnerable and 
What You Can Do About It the webinar will 
explore SCADA vulnerabilities from numerous 
points and both software and hardware solutions 
to protect them.

This is a can’t-miss webinar for anyone even 
thinking of adding or upgrading SCADA systems 
in the near future. Stay tuned for registration 
information coming soon. If you have questions 
please contact us at
info@bedrockautomation.com.
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