
July highlights, industry news and happenings from Bedrock Automation.

Like a chain, holistic cyber defense is only as strong as the weakest link. Designing a new automation 
platform with intrinsic cyber security - security that just happens - is a multi-dimensional challenge that 
Bedrock began on a whiteboard four years ago. The ongoing results are highlighted in this update, with 
progress at the IIoT edge, and at the control network for SCADA.  

IIoT:  Much is now being written by many about IIoT. Our perspective is that automation is a system of 
systems where devices like modern transmitters and actuators have more digital capability than 
yesterday’s DCS controllers. As a result, these advanced “things” at the industrial “edge” need to be 
designed and deployed like systems with similar care given a DCS controller, especially with closed 
loop control and analytics moving to the edge. The same intrinsic security fundamentals we have 
described in our whitepaper apply to devices and networks that define the IIoT, including EMP and ISA 
Secure certifications. This is a challenging task for suppliers that reduces lifecycle costs for users. Users 
need to demand more of suppliers if they want their IIoT built for decades of secure service.

Bedrock will release our fourth whitepaper later this year, detailing our continued deployment for the 
industrial internet of things. Hopefully, it will help users drive suppliers in a focused way to an open and 
secure IIoT. 
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SCADA:  Recent cyberattacks at the workstation and SCADA are very concerning. Much can be done 
by users to reduce vulnerability, including low cost education and best practices for cyber hygiene. 
Other extrinsic tools like firewalls, DMZ, IDS are available while intrinsic technologies like secure OPC UA 
and DDS, PKI, and biometrics for human factor defense are also deployed. This shopping list
of intrinsic defense is the Bedrock way. We have been working from the start on the infrastructure of our 
products and supply chain, and we are rapidly extending these intrinsic and holistic defenses toward 
Engineering, SCADA and human factor threat vectors. Cybershield 2.5 is our next step and stay tuned 
for Cybershield 3.0 early next year. 

I don’t want to lose any opportunity to thank our growing list of users as we continue our rapid 
deployment of Open and Secure Automation. 

Stay tuned. 

Respectfully,

Albert Rooyakkers 
Founder, CEO 
Bedrock Automation

EMP hardening of Bedrock Power and Lithium
UPS Devices takes center stage! Cyber
defense planning for automation needs an event
horizon of many years and even decades. Part of
that defense plan needs to include the emergent
threat of EMP – Electro Magnetic Pulse. State
sponsored and rogue attacks of this kind are
perhaps the most devastating of all, with the ability
to instantly and permanently destroy all digital
computing and memory devices within range.
However…Bedrock Automation put EMP cyber
defense on the whiteboard and decided that all
system components would be intrinsically
hardened to withstand the most severe levels of
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EMP, as defined by military standard MIL-STD-461 
and IEC/TS 61000-5-8:2009. Following our 
certification last year of the Bedrock control system 
to this severe standard, Bedrock also 
independently certified our SPS500 Standalone 
Power Supply and UPS500 Lithium UPS to 
MIL-STD-461 for EMP immunity. In the event of 
an EMP strike, the automation systems and 
consequently the infrastructure under its control will 
be as safe as the power systems that keep the 
automation running. Deploying EMP hardened ICS 
and backup power extends holdup and system 
runtime, allowing for an orderly and safe shutdown, 
or a mains power recovery. Read more in our 
recent press release.

Securing SCADA applications; Bedrock OSA™ 
is on it. In another automation industry “first”, 
Bedrock Cybershield 2.5 will be released this 
summer with a secure OPC UA server in the 
Bedrock controller. This capability delivers 
authenticated and encrypted Ethernet 
communications between the Bedrock controller 
and client-enabled secure OPC UA SCADA 
applications. As SCADA providers also deliver on 
this capability, the Open and Secure Automation, 
OSA™ vision of our Bedrock platform empowers 
users to dramatically raise the bar on their SCADA 
cyber defense posture. In concert with our layered 
and embedded cyber security features like FIPS 
compliant anti tamper, secure boot, secure supply 
chain, and the first OSA™ Certification Authority, 
we are advancing the Bedrock mission to “Deliver 
Open and Secure Automation (OSA™) for a 
more innovative and safer world.” Look for 
more announcements this year from SCADA client 
partners working with us to release intrinsically 
secure OPC UA.  Want to learn more about OSA?
Check out our whitepapers today.
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Engineer your next control system database 
with a modern, open development 
environment. The next generation automation 
engineering environment is here, and it’s secure, 
and it’s free! Paying for seat licenses with tag limits 
and no simulation is not the way of the future. A 
modern automation development environment 
needs to be free with unlimited seats and unlimited 
licenses, with built in simulation. This is the only way 
to dramatically reduce cost and unleash the 
innovation trapped in your organization. The 
Bedrock Integrated Development Environment (IDE) 
brings a modern IEC 61131 toolset to our 
advanced Bedrock platform. Intuitively easy to learn 
and use, our IDE dramatically improves 
programming flexibility and cuts development time -
- reducing the cost of engineering your automation 
solution. Take a peek at our 3 minute 
capabilities highlight reel and download a free 
copy now.

Email us at info@bedrockautomation.com to find 
out more about attending one of our live partner IDE 
seminars. 

Bedrock heads to the ISA Water/Wastewater &
Automatic Controls Symposium. We'll be in 
Orlando August 8-10 for the ISA WWAC 
Symposium as Platinum Sponsor. We hope to see 
you there!

You opinion matters! Automation World’s annual 
“Leadership in Automation” awards are open for 
voting. You’ll find Bedrock in multiple categories: 
DCS, I/O Modules, PLCs/PACs, Power Supplies, 
Process Control Software, RTU, SCADA, Security. 
We hope you’ll take a minute and cast your 
vote for us!

275 Turnpike St #101 • Canton, MA 02021 • United States 
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