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A PERFECT STORM IS COMING 
 
We are experiencing a perfect storm 
in manufacturing and automation. 
There are so may inflection trends 
nearing the tipping point that it is 
possible for several of them to give 
at once, causing a cascade of new 
technologies, new uses, and new 
opportunities. Along with, of course, 
new challenges, new fears, and new 
complexities. 
 
The next five to ten years will bring 
huge changes to process, discrete 
and energy industries and automat-
ing them across the entire value 
chain. These will include changes in 
demographics, changes in social in-
teraction, changes in sensors, analy-
sis and control technology, changes 
in the architecture and use of control 
systems themselves, changes in work 
practices and preferences, and 
changes in the way plants are de-
signed, built, controlled, operated 
and maintained. Some of these 
changes will be driven by de-
mographics, some by increasing se-
curity concerns, and some by the 
globalization of the industries that 
use automation. 

 
THE WORKFORCE IS CHANGING 
 
The automation workforce is going 
through the greatest change in its history. 
The generation that helped to build the 
majority of the existing process plants, 
and run them, is retiring or has already 
retired. This is the generation that ab-
sorbed their situational awareness by op-
erating the plant manually, or with mini-
mal control. In contrast, the incoming 
generation of engineers and operators has 
no such wide-angle view of the plant. 
They’ve never operated the plant in man-
ual mode, and they never will, because it 
is no longer possible to run plants in 
manual. This is also equally true for fac-
tory automation operations. Just try 
building a car using manual means.  
 
So, the new generation has been limited 
in their view of the plant to what is being 
shown on the control room screens. They 
are unlikely to be able to tell what is 
wrong with the plant, or what is right, by 
observation. They require readouts and 
alarms to tell them what is wrong. They 
use the tools, but they don’t always un-
derstand them. This new generation of 
operators and engineers want to be taught 
differently, and to work differently. They 
see the use of mouse-keyboard-display 
technology as mostly limiting. They want 
to be able to use mobile devices, and 
they want to learn by doing, rather than 
being taught step-by-step and mentored.  
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The software and capabilities of the basic process control 
system will undergo radical changes. The software will 
have more in-built intelligence and be able to run the 
plant in steady state with almost no intervention from the 
operator. The software should be able to automatically go 
to pre-set failure states, and recover from them, once the 
conditions of failure have changed, without much inter-
vention from the operator. Loop tuning will be automatic 
and only need intervention when the loop cannot be 
tuned. Diagnostics and maintenance requests will be au-
tomatic, and not require to be initiated from the operator 
station.  
 
Industrial automation systems will move to integrated, 
intelligent model based solutions integrated with the con-
trol platform.  The model becomes the integration mecha-
nism as well as the application server.   
 
Safety systems and Safety Instrumented Systems will 
also have significant native intelligence, and will be able 
to put the plant into pre-programmed failure states and 
recover from them. The safety system will initiate its own 
diagnostics and maintenance requests without interven-
tion from the operators. Safety Instrumented Systems will 
also be required to have in-built and inherent security to 
prevent the type of malware attacks that have recently 
been used against Triconex systems in the Middle East. 
 
The combination of new sensors, more sensors, higher 
computing power and the concept of Big Data and its 
associated analytics will permit much better use of APC 
software in real time, and may even permit the use of 
business data to operate the plant directly. 
 
The trend toward much higher computing power in the 
sensor and transmitter and in the final control element 
will permit true distributed control for the first time. As 
digital plant networks like Foundation fieldbus and Profi-
bus/Profinet proliferate, even in brownfield plants, the 
system architecture of a process DCS will begin to look 
more like a SCADA system, and less like “big iron” in 
the control room. Local control in the field will become 
commonplace, with the ability to override from the con-
trol room as needed. Because the operator interface will 
be both stationary and increasingly mobile, the concept 
of the control room as nerve center will become obsolete. 
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Software will be considerably more collaborative, and per-
mit business variables to be used in the control of the pro-
cess. The concept of open, secure automation will be key to 
the future of automation. 
 
The concept of the “Automation App Store,” pioneered by 
Inductive Automation, and the modular building block con-
cept of software design will significantly change the way 
asset owners see and use control software. A control system 
will be made up of the software required for operation, like 
interlocking “Legos” that are added in or removed as neces-
sary, and the hardware necessary to run it. 
 
As we have noted previously, the new generation of engi-
neers and operators wants more mobile HMI applications, 
for smartphones, for tablets, for laptops and for new devices 
such as the augmented reality replacements for the failed 
Google Glass™. HMI will move past the EEMUA and ASM 
Consortium designs and will become intelligent and role 
based. HMIs will deliver the required information and visual 
representations to the operator or engineer depending on 
who is looking at the data, and whether the information is 
required. HMIs will be capable of deciding what infor-
mation should be presented to the operator for the operator 
to make decisions. As operators become more mobile and 
are not tied to the control room, HMI design will change to 
adapt to mobile visualization platforms. This will be more 
than just making the standard graphics small or large. 
 
Part of this trend in HMIs will be a decoupling of the HMI 
itself from the control system. HMIs that are application 
based and not necessarily produced by the company that 
designed the control system are currently being discussed, 
and implemented. Formerly common in SCADA systems, 
this will be a feature of all control system architectures. 
 
Alarm management will change drastically, as it becomes a 
standard part of a procedure-controlled automation system. 
Alarms will become more like notifications and less like 
demands for operator intervention. 
 
As high definition three-dimensional simulation becomes 
affordable, training of new generation operators will become 
more like participating in a video game. Operators can walk 
through the process plant, still being in charge of the plant, 
and make notifications and changes while doing so. This 
may lead to a completely new type of HMI where the opera-
tor is immersed in the HMI rather than just looking at it. 



There are not enough people in the workforce, or who 
will be entering the workforce, for the traditional automa-
tion operations to function. Operators and engineers will 
perforce be required to operate many more functions, and 
even many more lines or plants than has ever been re-
quired of them before, because the lack of trained people 
has become acute. This is true all over the globe. There 
are automation engineering and operations jobs going 
begging in China and India, for lack of trained workers. 
 
 
THE ARCHITECTURE OF CONTROL SYSTEMS 
 
Control systems will have to be able to compensate for 
the lack of trained operators by being smarter. AI control 
systems are not too far off. This means significant chang-
es in the way control systems are architected, from the 
ground up. 
 
The typical Purdue model of the process plant is flatten-
ing, and will become a two-layer model: the plant layer 
and the enterprise layer. Some industries will have a 
cloud-based layer between the plant and the enterprise. 
 
Sensors, analyzers and transmitters will become a more 
significant element of automation as the Industrial Inter-
net of Things becomes an actuality. We will need to 
measure many more physical properties, compositions 
and conditions of plant assets. This is only two or three 
design cycles away, and is a design imperative. New sen-
sor technologies and new sensor designs, influenced by 
MEMS, Lasers and nanotechnology, will make these 
simpler, cheaper sensors possible. 
 
Sensors and transmitters will become field controllers in 
themselves, and will be capable of datalogging, and his-
toricizing, as well as providing diagnostics and calibra-
tion for themselves. It is now possible to make a relative-
ly simple sensor with 64 Gigabytes of memory. That is 
enough memory to store once-per-second readings for the 
estimated life of the sensor and beyond. 
 
Sensors will be designed that can be linked into large 
sensor arrays, providing higher accuracy and repeatabil-
ity than a single sensor and transmitter can today. 
 
Safety instrumented systems will benefit from better sen-
sor technology and sensor cost, as well as better diagnos-
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tics. The concept of “soft sensors” will continue to grow, 
and make possible more control from virtual measurements. 
Sensors will no longer be linked by analog output. Sensors 
will increasingly become fully digital, either wired, or more 
commonly wireless. Analyzers will become simpler, and 
more field capable. They will divide into “laboratory analy-
sis” and “online analysis.” The concept of “at line” analysis 
will disappear. 
 
Whatever the hype and perceived value of the Industrial In-
ternet of Things, the use of orders of magnitude more sen-
sors and the use of data analysis tools (Big Data… ubiqui-
tous data from many sources) will change the way control 
systems are architected.  
 
Virtualization has become ubiquitous in the process indus-
tries in just a few years. It will become the norm. This will 
make it easier for asset owners to continue to run obsolete 
and outdated software, so vendors will have to make upgrad-
ing to new software compelling and of significant added 
value. The one compelling and value-added feature that will 
be required is security. 
 
The large number of sensors, and the huge amount of data 
they will produce, will necessitate storage of the data in, 
first, private cloud servers on the plant site, and then more 
public clouds such as Microsoft’s or IBM’s. Data not imme-
diately necessary to run the plant will be cloud stored until 
needed. Cloud storage demands redundant networks both on 
the plant and in the server farm. Cloud storage also requires 
bullet-proof security, in the cloud, and during data transfers 
into and out of cloud storage.  
 
Control systems will need to become much more automated. 
Operators with limited situational awareness and limited 
experience will become more common in the next five to ten 
years. The importance of ISA 106 and procedure-controlled 
automation for both batch and continuous processes cannot 
be overstated. Control systems will need to be stateful, and 
have failure states with recovery modes as standard practice.  
Insurance companies may well insist on this before writing 
policies that cover loss-of-business due to accident. 
 
The hardware of the basic process control system in five 
years will be redundant systems stored on blade servers, 
with display architectures ranging from huge flat or curved 
screen LCD/LED displays to mobile phone and tablet dis-
plays, and augmented reality capabilities.  



 
It is clear that eventually all the field device networks 
will become Ethernet using IPv6 addressing, so that eve-
ry device in the plant will have its own IP address. This 
simplification of plant networking will also make it easier 
for data to travel from the device level to the enterprise 
level in real time, without being collected in an historian 
and sent to a transaction-based ERP system. 
 
Eventually, even wireless field networks will be sub-
sumed to the IEEE802.11s standard, and its successors. 
With each device having its own IP address, having a 
specific wireless network will be duplicative and unnec-
essary. And with the massive increase of wireless sensors 
and transmitters predicted by the use of Big Data, having 
a single, standardized wired/wireless communication pro-
tocol will become imperative. 
 
WiFi as it is currently constituted is not optimum for the 
level of sensors and data to be carried in a plant. New 
capabilities for systems and backhauls will need to be 
developed so that the data flows aren’t choked or limited 
at the plant level. 
 
These data flows will need to connect both to the control 
system and to the enterprise, especially if business varia-
bles are used for control in the field. Connectivity tech-
nologies like OPC and OPC-UA will be treated like elec-
trical receptacles—nobody thinks about them, they just 
plug devices into them and get power and information.  
 
FIELD DEVICES AND CONTROL SYSTEMS MUST 
BE INHERENTLY SECURE 
 
The Industrial Internet of Things haS brought cyber secu-
rity in industrial control systems to the forefront. Control 
systems must be designed to be inherently secure, with 
defense in depth and other techniques from the ISA99 
playbook. But even more importantly, the hardware on 
which the control system exists and operates must also be 
inherently open and  secure, by design. 
 
While it is true that control system security is only partly 
based on hardware and software, the control system 
should have substantial error trapping to warn against 
“social engineering” like putting an unknown USB stick 
into the control system processor. Most cyber training 
currently is on the IT level, and Network Security based.  
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Security of edge devices and field controllers must be as-
sured. Sensors must be inherently secure, their connection to 
field controllers or gateways must also be inherently secure. 
The controllers and gateways, such as those produced by 
Bedrock Automation, must be designed ab initio to be both 
safe and secure, instead of having safety and security stuck 
on later. 
 
Within the next five years, this must change so that Industri-
al Control System security is its own discipline, and has the 
budget and tools to operate successfully in the modern envi-
ronment. The architecture of control systems must change to 
include security devices and software that emphasizes secu-
rity, but not at the expense of control capability. 
 
NEW METHODS OF DISTRIBUTING AND INTEGRAT-
ING CONTROL SYSTEMS 
 
Within the next five years, we will see a growing concentra-
tion on field services and professional service offerings by 
vendors to asset owners. Asset owners and vendors alike are 
faced with the inability to hire enough trained capable work-
ers to operate and maintain plants. Asset owners have al-
ready decided that they would prefer to hire vendors to help 
them with these tasks. Remote optimization and mainte-
nance will be followed by remote operation and manage-
ment services, to the extent that a vendor can find the trained 
and capable workers to accomplish these services. It will be 
difficult for both asset owners and Vendors, and may require 
a considerably higher expenditure on training by both par-
ties. This is dependent, of course, on the level of security the 
vendor can provide for both hardware and software that is 
being managed remotely by the vendor. 
 
We will see an even larger emphasis on the MAC/MIC/
MEC (Main Automation Contractor/Main Instrumentation 
Contractor/Main Electrical Contractor) concept as Asset 
Owners lose their last remaining in-house engineers with the 
capability to design and manage construction and moderni-
zation or upgrade projects. Only the very largest of the su-
permajors will continue to have in-house project manage-
ment capability. Even EPC companies will want to use a 
MAC, MEC or a MIC in combination with their own overall 
project management. Some EPC companies may elect to 
ally with forward thinking and state of the art controls com-
panies, as well as forward thinking system integrators. An 
example of this is Bedrock Automation’s recent partnership 



with Jacobs Engineering. 
 
System integrators will continue to grow, and will pro-
vide competition for MAC/MIC/MEC projects with the 
automation system vendors themselves. System integra-
tors will also need to make alliances with vendors such as 
Inductive Automation, whose system integrator corps has 
been co-opted by the vendor into producing apps and 
templates for the Ignition! software system; vendors such 
as Bedrock Automation, which has made alliances with 
Inductive Automation and other vendors to more effec-
tively acquire new system integrator partners. 

THE INDUSTRIAL INTERNET OF THINGS 
 
The Internet of Things (IoT) is past the height of its hype 
cycle, along with its associated buzz word, Big Data. It is 
instructive to look at the hype, and see how IoT will be 
used outside of manufacturing, and what issues and prob-
lems will be seen in the general use area, and then relate 
those applications, issues and problems to an Industrial 
Internet of Things, which will be quite different and have 
different applications than the general Internet of Things 
may have. 
 
The Internet of Things was originally called M2M 
(Machine to Machine), now M2M is considered a core 
part of the IoT. However, the number of sensors and oth-
er nodes that will have to be connected together to form 
an Internet of Things, or an Internet of Everything is so 
large that it will require wholesale adoption of IPv6 
(Internet Protocol version 6). To date, IPv4 stubbornly 
continues to be the protocol version in use, even though 
there are no new IP addresses. A variety of workarounds 
have been established to make it possible to continue to 
use IPv4.  
 
In order to produce the IIoT devices, the same trends that 
have been discussed in this paper will apply: very low 
power radio networks, very inexpensive “lick and stick” 
sensors, and intelligent final control elements. The sheer 
numbers of these devices required for the IoT will feed 
back into the design and availability of these sensors for 
the Industrial Internet of Things, exactly the same way as 
advances in design and economies of scale for automo-
tive sensors have reduced prices for many devices used 
outside of the automotive environment. 
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The Industrial Internet of Things, working with Smart Man-
ufacturing systems, will be able to produce a revolution in 
the way manufacturing is done, especially in discrete manu-
facturing and batch processing, but also effect a considera-
ble change in process manufacturing as well. Based on the 
way the Internet of Things is designed, an “app-based” de-
sign approach may well produce the agile, limber process 
environment and process control systems that have been 
called for in the past ten to fifteen years. 
 
The aggregation of sensors and data in the Industrial Internet 
of Things will first be able to revolutionize the process con-
trol lifecycle. Completely automating maintenance work 
orders, diagnostics and calibration will be among the first 
major effects of the IIoT. Connecting to vendor purchase 
networks automatically, for replacement and repair will be 
another major effect. This will permit maintenance and op-
erations personnel to concentrate on causing the control sys-
tem to work in an optimized fashion, and not spend time 
collecting and aggregating data and inputting data into dis-
similar systems. 
 
Using RFID and other identification technologies, inventory 
can be made entirely automatic. Delivery of raw or interme-
diate materials using robot-guided vehicles can also be made 
practical and will improve time to market and agility. RFID 
technologies can also be used to improve worker and asset 
safety, by providing location services both of personnel and 
critical assets such as fire trucks and safety gear. Integrating 
and automating the supply chain will provide another layer 
of inherent security for control systems and will finally re-
duce the huge amount of counterfeiting that happens now. 
 
The IIoT will also affect how simulation and modeling can 
interact with the real-time process. Models can be much 
more detailed, with the huge amounts of data available from 
the IIoT, and simulation can be morphed into ways to meta-
control the process in real time. 
 
AND YET MORE SECURITY! 
 
Increasing drastically the number of sensor and controller 
nodes on a control system network and extending the net-
work beyond the physical boundaries of the plant to include 
suppliers and supply chain networks, increases the potential 
for threat to the system in a topologically complex way. In-
creasing the number of sensors and controllers, as well as 
other network nodes, increases the threat surface available to 



invaders of the system. It also opens the network and the 
control system to physical and cyber-physical attack, not 
just cyber-attack. 
 
The control systems of today cannot be made safe with 
the number of sensors and controllers and the limited 
complexity of industrial networks currently in existence 
or in design. In order to operate safely within the Indus-
trial Internet of Things, control systems and industrial 
networks must be re-designed from the beginning to en-
hance safety and security and prevent both accident and 
cyber-intrusion. This will require an entirely new class of 
control system, and Bedrock Automation has made an 
excellent start with security built in from the power sup-
ply and the backplane to the operating modules of the 
controller. In fact, Bedrock’s Black Fabric backplane also 
prevents cyber-physical attack by being immune to pin-
sniffing—because the backplane has no pins. 
 
What Will the IoT and IIoT Mean for Vendors? 
 
The implications of the Internet of Things, Big Data, and 
the Industrial Internet of Things are enormous. They will 
create a completely different vision of control systems 
and how to control process plants based on the amount of 
data and the availability of data, and the ability to mine 
and refine that data into usable information. 
 
The theory of Big Data brings to process control and 
manufacturing not only the concept of complex systems, 
but the complex systems themselves in practice.  
 
The IIoT will make the entire sensor network, including 
final control elements, and the safety instrumented sys-
tem, and the control system into a single complex system. 
Adding to the complexity will be the integral intercon-
nections to the supply chain, and to the enterprise. This 
will especially be true if, as is predicted, it will become 
commonplace for the business systems, and especially 
the supply chain, to be seamlessly connected to the con-
trol systems. 
 
This clearly has implications for the design and operation 
of plant control systems. Control systems have always 
been somewhat isolated from the business systems of the 
plant, as the Purdue model and its many variants have 
shown. The Industrial Internet of Things will force the 
control system to be a part of a “network of networks,” 
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and be capable of interfacing easily and in an agile manner, 
with all the other networks that surround it in the business 
enterprise, however large. 
 
The automation system vendors, as some like Bedrock Au-
tomation already have, must embrace the IIoT by whatever 
name the vendor wants to call it. The vendor must also em-
brace the theory of Smart Manufacturing, again, by which-
ever of the many names currently in use the vendor prefers 
to use.  
 
The IIoT will finally do for sensors and networking what the 
PC did for control systems. The introduction of the PC pro-
duced a COTS (Commercial Off the Shelf Systems) plat-
form onto which the control system software could run.  
IIoT will provide the COTS sensors and networks that will 
be usable with no or minor modification in the industrial 
environment. The reason for this is that the sensors and net-
works will have to be more robust, not less, than the current 
technologies for sensors and sensor networks because they 
will be used in electric grid, building automation, and home 
automation systems where the level of training and support 
will be significantly lower than the standard in process auto-
mation.  
 
IT CAME FROM OUTSIDE 
 
One of the significant trends making up this perfect storm is 
the continuing insertion of companies, competition, and con-
cepts from entirely outside the mainstream automation ven-
dors. This has been going on for some time. The use of Win-
dows completely destabilized the hardware based DCS mar-
ket in the 1980s. The use of virtual machines made possible 
the use of antiquated control systems, and the instantaneous 
backup and switchover of control systems in the event of 
disaster or accident. The use of Cisco’s invention of man-
aged Ethernet switches made possible the deltaV DCS and 
all of its clones. The use of Silicon Valley-designed dedicat-
ed chipsets has made, and will continue to make, sensors 
drop in price while increasing in performance and durability. 
Companies like Bedrock Automation (Silicon Valley), In-
ductive Automation’s Ignition! products, and SEEQ 
(Microsoft), with roots outside the standard automation ven-
dor space are the tip of the spear, as companies and inven-
tors move from other areas, such as medical instrumentation, 
network instrumentation, and aerospace instrumentation and 
controls. 


